MHOOPMALIMOHHAA NMAMATKA
AnA obYYAIKOLWUNXCA AnA PASMELLEHUA
HA O®OULUUNAJIbHbIX AHTEPHET-PECYPCAX

C KkaxgblM rogoM MONOAEXN B MWHTEpPpHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA OOHN M3 CaMbIX aKTUBHbIX
nosnib3oBarenen PyHeTa. Me>+<p,y T€M, NMOMMUMO OIFpOMHOro KoJin4ecTBa BO3MOXHOCTEN, WHTEPHET HeceT U
I'Ip06J'IeMbI. OTa namaTka gormkHa nomoyb Tebe 6e3onacHoO HaxoanTbCs B CETH.

KomnbloTepHble BUpYCbI

KomnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHbLIX MPOrpaMM, OTINYUTENbHOW OCOGEHHOCTbIO
KOTOPOM SIBNSieTCA CMNoCOOHOCTb K pasMHOXeHuio. B gononHeHue k 3Tomy, BMpYCbl MOTYT MOBpeauTb WM
MOJSIHOCTbIO YHUYTOXUTb BCe paiifibl U AaHHble, MOAKOHTPOMbHbIE MOMb30BATEN0, OT MMEHW KOTOporo Obina
3anyLeHa 3apakeHHasi nporpaMMa, a Takke NoBPeAUTb UIN JaXe YHUYTOXUTb OnepaLnoHHYH CUCTEMY CO BCEMM
thaiinamu B Lenom. B 6onbLUMHCTBE Cly4aeB pacnpoCTPaHsATC BUPYChbl YEpPe3 NHTEPHET.

MeTogb! 3aWuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Wcnonb3yn coBpeMeHHble OnepauroHHblE CUCTEMbI, UMELLME CEPbe3Hbld YpPOBEHb 3aliuTbl OT
BPEAOHOCHbIX MPOrpamm;

2. TocTosiHHO ycTaHaBnMBan nadvyTn (LMdpoBblie 3annaTkvi, KOTOpble aBTOMaTUYECKM YCTaHaABMNMBAOTCS C
uenobto gopaboTku nporpaMmmbl) U Apyrme ODHOBNEHUSA CBOEW OnepauuoHHOW cucTembl. CkauvMBam MX TONbKO C
oduymnansHoro canta paspabotunka OC. Ecnu cylecTByeT pexum aBTOMaTUYeCckoro 0OHOBIEHUS, BKIHOYN €rO0;

3. Pabotan Ha cBoeM koMmMblOTEpPE MOA NpaBamMu MOMb30BaTenNs, a He agMUHUCTpaTopa. ATO HEe NO3BONMUT
6OMbLUMHCTBY BPEAOHOCHBIX NPOrpaMM MHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Vcnonb3yi aHTUBUPYCHblE MpOorpaMMHble MPOAYKTbl M3BECTHbLIX MPOWU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBreHneM 6a3s;

5. OrpaHuyb n3nyeckmin 4OCTYN K KOMMbIOTEPY A5 MOCTOPOHHNUX NnL;

6. Vicnonb3yn BHeLIHWEe HOCUTENW MHOPMaLUUK, Takne Kak dneLuka, AUCK unu gann u3 nHTepHeTa, TONbKO
N3 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpblBa KOMMbIOTEPHbIE dalnbl, MONyYeHHble U3 HeHaOeXHbIX UCTOoYHMKOB. [axe Te dhannsl,
KOTOpble npucnan TBOWM 3HaKoMbIN. Jlyylle YTOYHM Y HEro, OTNpaBnsn v oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTo He BuA nepefayn OaHHbIX, HE TexHonorus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apeructpuposana 6peHa "WECA", yto ob6osHauvano croBocoveTaHue "Wireless
Fidelity", koTopblii nepeBoanTcs Kak "0ecnpoBogHasi TOYHOCTb".

[o Hawero BpemeHu fowrna gpyras abbpesBuaTypa, koTopas SBMASIETCA TaKOW Xe TexHonornen. 370
abbpesunatypa "Wi-Fi". Takoe Ha3BaHuWe ObINO JAHO C HAMEKOM Ha CTaHAApT BbiCLUEN 3ByKOBOM TexHUkM Hi-Fi, uto
B NepeBoe 03Ha4aeT "BblCOKasi TOYHOCTbL".

[a, 6ecnnaTHbIi MHTEPHET-AOCTYN B Kade, OTENsAx M aspornopTax ABNSAETCA OTIMYHOM BO3MOXHOCTBIO
BbIX04a B UHTEPHET. HO MHOMMe akcnepTbl cumTatoT, YTo obwenoctynHble Wi-Fi ceTn He siBnatoTcs 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCcTK paboThbl B 06LeAoCTYNHbIX ceTax Wi-fi:

1. He nepepaBan cBOO nu4Hylo uWHopmaumio 4Yepes obwepoctynHele Wi-Fi cetn. Pabotas B HwuX,
)ernaTtenbHO He BBOAUTb Naponun A0CTyNa, NOrMHbI K Kakne-To HoMepa;

2. Ncnonb3yn n 06HOBNAN aHTUBMPYCHbIE Nporpammbl U 6paHamMayep. Tem cambiM Tbl 06e3onacuiub cebs ot
3aKa4ku BUpyca Ha TBOe YCTPOMWCTBO;

3. Mpwu ncnonesoBaHum Wi-Fi oTkntoum doyHkumto "O6Lwmin goctyn kK dpannam m npuHtepam”. [laHHas pyHKUmMS
3aKkpbiTa MO YMONYaHWIO, OL4HAKO HEKOTOpble MOMNb30BaTENM akTUBUPYIOT ee Ans yaobcTBa MCNONb3OBaHWUS B
paboTte nnu yyebe;



4. He ncnonbayn nyénuyHein WI-FI ang nepegaym nuyHblX AaHHbIX, HANpUMMep Ans BbIXxo4a B couManbHble
CETUW UIN B 3IEKTPOHHYIO MOMTY;

5. Ncnonb3yn Tomnbko 3alumuieHHoe coeguHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-aagpeca
BBOAWM UMeEHHO "https://";

6. B mobunbHoM TenedoHe oTkmoun dyHkuuio "MMoaknoyeHne k Wi-Fi aBTomatnueckun”. He ponyckan
aBTOMAaTMYECKOro MNOAKIYEHNs ycTponcTBa k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTn

COLI,I/IaJ'IbeIe CeTN aKTMBHO BXOOAT B HaAWy XXW3Hb, MHOrnMe nogu pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg YernoBeK, UYTO SBNAETCA OOHOW CeAbMOWN BCEX XUTeNnewm nnaHeThbl.
MHorne nonb3oBaTenu He NMOHMMAlT, YTO MHOPMaLUs, pa3MeLLeHHast UMK B cOoLMarnbHbIX CEeTSAX, MOXeT ObiTb
HaligeHa 1 ucnonb3oBaHa Kem yrogHo, B TOM Yucre He obsisaTenbHO ¢ Gnarumm HaMepeHUsMu.

OcCHOBHble COBETbI M0 6€30NacHOCTU B COLMArbHbIX CETAX:
1. OrpaHudb cnucok apysen. Y 1ebs B py3bsix He A0MKHO BbiTb CryYanHbIX M HE3HAKOMbIX N0AEN;

2. 3awwain cBol YacTHyIo XU3Hb. He ykasbiBait naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHus U
APYTYIO NIMYHYI0 MHGOpMaLMIo. 3MOoYMbILLIIEHHUMK MOTYT UCMOSb30BaTh AaXe UH(OPMaLMio O TOM, KaK Tbl 1 TBOU
poauTenun NnaHnupyeTe NPOBECTM KaHMKYIb;

3. Bawmwan csoto penyTauuio - AepXKn ee B YNCTOTe M 3agaBan cebe Bonpoc: xoTen 6bl Thl, YTOBbLI Apyrue
nonb3oBaTenu BUAENM, YTO Thl 3arpyxaelub? MNoaymain, Nnpexae YemM 4TO-TO ONy6GnuKoBaTh, HAaNUCaTb U 3arpy3uTb;

4. Ecnu Tbl roBOpyLLb C N0AbMW, KOTOPbIX HE 3Haellb, HE NCMOSb3Yy CBOE pearibHoe UMSI U APYrYH NINYHYIO
WHbopMaLnK: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Nnpoyee;

5. N3beran pasmelleHus cotorpacdun B HTepHeTe, rae Tbl M306paxkeH Ha MECTHOCTU, MO KOTOPON MOXHO
onpenenuTb TBOE MECTOMNOSMOXKEHUE;

6. Mpu peructpaumn B coumarnbHoOl cETU HEOBXOAMMO UCMONb30BaTb CMOXHbLIE Naponu, cocTosime 13 BykB
Y UMEP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsa coumanbHOM CeTU, NOYTbl M APYrMX CakToB HEOBXOAMMO MCNONb30BaTh pasHble Naponu. Torga ecnu
Tebs B3NOMaltoT, TO 3M0yMbILLMIEHHUKM NonydaT AOCTYN TOMbKO K OOHOMY MECTY, a He BO BCe Cpaay.

ONEeKTPOHHbIE AEHbIN

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIA cnocob nnaTexen, 0OHAKO CYLLECTBYIOT MOLUEHHMKN, KOTopble
XOTAT NONYy4YnTb 9T AEHbIN.

SJ'IeKTpOHHbIe OEeHbIm noAasuMcb coBCcemMm HegaBHO M MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax 4o CUX
nop He NponncaHo Npo HUX B 3aKOHax.

B Poccumn xxe oHM (PYHKLMOHUPYIOT M O HUX YXe MPONUCaHo B 3aKOHe, rAe MX pasfensioT Ha HEeCKOSbKo
BVOOB - aHOHWUMHbIE M HE aHOHUMHble. Pa3Huua B TOM, YTO aHOHUMMHbIE - 3TO Te, B KOTOPLIX paspeluaercs
npoBoAuTb onepauun 6e3 naeHTMMKauum nonb3oBaTens, a B HEaHOHUMHbIX MAeHTUdUKaLnUa nonb3oBaTens
ABnsieTca obA3aTenbLHON.

Takke cnepyeT pasnuuatb 3MEKTPOHHble MaTHble [AeHbrM (paBHbl FOCYAApPCTBEHHbLIM BankoTam) u
9MNEKTPOHHbIE He(MATHbIE AEHBIN (HE paBHbl FOCYAapPCTBEHHBIM BantoTam).

OcHoBHble coBeThbI MO 6e3onacHow paboTe ¢ ANEKTPOHHBIMU AEeHbramu:

1. MNpuBSHKM K cHETY MOOUNBHBIN TeNedoH. ATO camblili YAOOHbIV 1M ObICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYM K
cuety. [NpuBs3aHHbI TenegoH NOMOXeT, ecnv 3abygellb CBOW MaTeXHbIA Naponb WM 3anellb Ha CanT C
HEe3HaKOMOro YCTPOMWCTBA;

2. Vicnonb3yi ogHopasoBble naponu. locne nepexofa Ha YCUIEHHYK aBTopu3auuio Tebe yxe He byoer
yrpoXaTb ONacHOCTb KpaXu Unun nepexasaTa nnaTexHoro napons;

3. Bbibepu cnoxHbln naponb. [NpecTynHukam OyaeT He MpPOCTO yragaTbh CrOXHbIA naponb. HapexHble
naposnu - 3To Naposnu, KOTopble CoaepXaT He MeHee 8 3HaKOB M BKITHOYAOT B ce051 CTPOUHbIE M MPOMNUCHbIE BYKBHI,
LMdpbl M HECKOSNTbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNUUaTesnbHbIM 3HaK M T.n. Hanpumep,
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4. He BBOAM CBOW JINYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.
ANeKTPOoHHas no4rta

OneKkTpoHHas MmoyTa - 3TO TEXHOJNOTUS U MPeAOoCTaBMsieMble €0 YCINyrM Mo Mepecbisike M MONyYeHuto
3MEKTPOHHbLIX COOBLLEHWI, KOTOpble pacnpenensiioTcs B KOMNbITEPHON ceTh. OGbIYHO 3MEKTPOHHBIN MOYTOBBI
AWMK BbIMMAOUT credylolmm o6pa3oM: MMS_Mosb30oBaTens@uvsi_doMeHa. Takke KpoMe nepedayu npocToro
TEKCTa, MMeeTCsi BO3MOXHOCTb NepeaaBath daiinbl.

OcHOBHble COBETHI Mo 6e3onacHol paboTe ¢ 3NEKTPOHHON NOYTOIA:

1. Hapo BbiGpaTb npaBumbHbIA NOYTOBLIA CepBUC. B WHTepHeTe eCcTb OrpomHbIn BblIGOp BecnnaTHbIX
MOYTOBBLIX CEPBMNCOB, OAHAKO fyylle JOBEPATb TEM, KOrO 3HA€ELLb U KTO MEPBbIA B PEATUHTE;

2. He ykasblBan B JIMYHOW Mo4YTe JMYHYy0 uHbopMauui. Hanpumep, nydwe BblbpaTtb
"My3blkanbHbIn_haHat@" nnm "pok2013" BmecTo "tema13";

3. cnonbk3yin gByxaTanHylo aBTopu3aumio. ITO Koraa NoMMMO Maposisi HYKHO BBOAWTb KOZ, NPUCHINaeMbIit
no SMS;

4. Bbibepu crnoxHbin naponb. [0ns kaXkgoro noyYToBOro siLMKa AOJPKEH OblTb CBOM HAOEXHbIA, YCTOMUYUBLIN K
B3MOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHbIA BOMPOC, NCMOMb3yW 3Ty BO3MOXHOCTb;

6. Vicnonb3ym HECKONbKO MOYTOBBIX ALLMKOB. [epBbivi ANA YacTHOM Nepennckn ¢ agpecaTaMmu, KOTOpbIM Thbl
AoBepsielb. ITO ANEKTPOHHbIV agpec He Hago MCMOoNb30BaTh NPW perncTpaumm Ha opymax u cantax;

7. He oTkpbiBan hannbl u gpyrve BAOXEHUs B NMCbMax, Aaxe €Crnv OHW MpULLAW OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTNPABNSANM N OHW Tebe aTn dannel;

8. MNMocne okoHYaHMsA paboTbl HA NMOYTOBOM CEPBUCE Nepef, 3aKpbITUEM BKMNaL4KM C CanToOM He 3abyab HaxaTb
Ha "Bbintn".

Knb6epObynnuHr unu BuptTyanbHoe usgeBaTtesibCTBO

KubepbynnuHr - npecrnegoBaHne coobLlieHnsiMK, cogepXalluMMm OCKOpOneHusi, arpeccuio, 3anyrMBaHue;
XYINUraHcTBO; coumansHoe GONKOTMPOBAHME C MOMOLLLIO Pa3fNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocavics B 60oi. Jlyywmii cnocob: nocoBeToBaThCs Kak cebsi BECTU U, eCnn HET TOro, K KOMY MOXHO
0bpaTnTbCs, TO BHavane ycrnokoutbcs. Ecnu Tbl HauHeLb oTBeYaTb OCKOPONEHNs MU Ha OCKOPBMIeHns, TO TOMNbKO
ewle 6ornblue pasoxoKellb KOHQIMWKT;

2. YnpaBnsan cesoen knbeppenytaumven;

3. AHOHMUMHOCTb B CETU MHMUMaS. CyIJJ,eCTBYIOT cnocobbl BbISICHUTb, KTO CTOMT 3@ @HOHUMHbIM AKKayHTOM;

4. He cTouT Bectu xynuraHckui obpas BMpTyanbHOW Xu3HWU. MIHTepHeT uKcupyeT BCe TBOU AENCTBUS Y
coxpaHseT ux. Yaanutb nx 6yaeT kpanHe 3aTpygHUTENbHO;

5. Cobnitogali CBOH BMPTYarnbHYH YeCTb CMOMOAY;

6. VrHopvpyn eguHuyHbln HeratuB. OgHOpas3oBble OCKOPOMTENbHbIE COOOLLEHMS My4lle WrHOpUpPOBAaTb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaany;

7. baH arpeccopa. B nporpamMmmMax o6MeHa MrHOBEHHbIMM COOOLLEHMSIMU, B cOUManbHbIX CeTAX eCTb
BO3MOXHOCTb 6ﬂ0KI/IpOBKI/I OTnpaBKn coobLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou 4eicTBUS: BLICTYNUTL NPOTMB NpecriegoBatens, nokasartb emy,

YTO €ero AencTBUS OLEHUBAKOTCS HeraTUBHO, MOAgepXaTb XepTBY, KOTOPOM HYXHa ncuxonornyeckas noMoLb,
cooBLWUTL B3pOCrbIM O hakTe arpecCMBHONO NOBEAEHUS B CETU.

Mo6unbHbIN TenedgoH



CoBpeMeHHble cMapTdOHbI 1 NaHWeThl cogepxat B cebe BNosfiHe B3pOCHbI OYHKLMOHAM, U TeNnepb OHU
MOTYT KOHKYPUPOBaTb CO CTaLMOHApHLIMK koMMbloTepamn. OgHako, cpeacTB 3awmThl AN NOAOOHbIX YCTPONCTB
noka odeHb Mano. TeCTMpoBaHUE N NOUCK YA3BUMOCTEN B HUX NPOUCXOOMUT HE Tak MHTEHCMBHO, Kak ans MK, To xe
camMoe KacaeTcsi U MOBUITbHBIX MPUIOXEHWUIA.

CoBpeMeHHble MoOWnbHble Opaysepbl yKe NpakTUYeCKM [OOrHanmM HacToNbHble aHanoru, OofgHako
pacwmpeHue yHKUMOHana BriedeT 3a cobor BOMbLUYI0 CIIOXKHOCTb Y MEHbLUYHO 3aLUULLEHHOCTb.

laneko He Bce MPOM3BOAMTENN BbIMYCKalOT OGHOBMEHMS, 3aKpblBalOLME KPUTUYECKUE YA3BMMOCTU ANS
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUIBHOMO Teﬂe(bOHaZ

Huyero He saBnseTca no-Hactoswemy OGecnnatHbiM. Byab ocTopoxeH, BeAb korga Tebe npegnaraioT
GecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbIThl KakMe-TO MnaTHbIe YCNyru;

Hyman, npexge 4yem otnpasute SMS, ¢doTo nnm BMaeo. Tbl TOYHO 3Haellb, rAe OHM OyayT B KOHEYHOM
ntore?

Heobxoanmo o6HOBMSATL ONEpPaLMOHHYH0 CUCTEMY TBOEro CMapT(OoHa;
WMcnonb3yin aHTMBMPYCHbIE NMPOrpaMMbl 451 MOBUMbHBIX TenedoHoB;

He sarpyxaii NpunoxeHuss OT HEW3BECTHOrO WCTOYHMKA, BeAb OHWM MOryT COoAepxkaTb BpedoHOCHOe
nporpaMMHoe obecrneyeHue;

Mocne Toro kak Thbl BbiAELWb C canTa, rae BBOAUM NMYHYI0 MHOpMaUMio, 3ainam B HacTpoku Gpaysepa u
yaanu cookies;

Meproanyeckn NpoBepsiii, Kakue NnaTHbIE YCIyru aKTMBMPOBaHbI HA TBOEM HOMEPE;
[JaBaii cBoi HOMep MOGUINBHOTO TenedoHa TONbKO NIOAAM, KOTOPbIX Thl 3HaELLb U KOMY AOBEpPSELLb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Tl UM He Nonb3yellbcd. He 3abbiBan nHorga npoBepsiTh 3T0.
Online vrpsbl

CoBpeMeHHblE OHMaNH-Urpbl - 3TO KpPaCOYHble, 3axBaTbiBalOLiMe pasBrieyeHusl, OObEAMHSIIOLME COTHM
ThICSIY YenoBek Mo Bcemy mupy. Wrpoku muccrnedyoT AaHHbIM UM MUp, obLialTcs Apyr C APYroM, BbIMOMHSIOT
3a/1aHusi, CPAXaKTCA C MOHCTPaMU 1 NonyyaroT OnbIT. 3a yA0BONbCTBMUE OHU MAATST: NOKYNaT AWUCK, ONnadvnsaT
aboHeMeHT nnm NpuobpeTarT Kakne-To onuuu.

Bce atm cpeactBa vayT Ha noAadepXaHuMe M passBuMTME Urpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbl aBTOpM3aLMK, BbIMycKaloTCA HOBble MaTyyu (UMcbpoBble 3annaTku ANns nporpamm),
3aKpbIBAOTCA YA3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTout onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm oonblMHCTBA urp.

OcHoBHble coBeTbl N0 6e30nacHOCTU TBOEro MrpoBOro akKkayHTa:

1. Ecnu gpyron urpok Beget cebs nnoxo unu co3gaet tebe HenpusaTHOCTM, 3abroKMpyn ero B Chuvcke
UrPOKOB;

2. I'Io>|<any|7|0ﬂ agMUHUCTpaTopamM WUrpbl Ha nyoxoe noBegeHne 3TOro Urpoka, XenatesibHO MPUNoXnTb
Kakme-To gokasaTtesnbCTBa B BUae CKPUHOB;

3. He ykasbiBan nuyHyto nHopmauuio B npodanne urpsbl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmBamn HeodumumanbHble naTyv U Moabl;

6. Ncnonb3yn CNoXHble U pasHble naponu;

7. Jaxe Bo BpeMA Urpbl He CTOUT OTKMKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOM KOMMbOTEP MOryT



3apasunTh.
DOUWINHT UnNun KpaXxa JIN4HbIX AaHHbIX

OOGbluHOM Kpaxen [eHer W [OOKYMEHTOB CEerofHsl yXe HUKOrO He YAMBUWBL, HO C pas3BUTUEM
WHTEPHET-TEXHOMOMMIA 3MOYMBbILLNIEHHUKA NEPEMECTUNNCh B MHTEPHET, M NpOoAorKalT 3aHMMaTtbes "nobumbim”
Oenom.

Tak nosiBuNacb HoBas yrpo3a: MHTEPHET-MOLUEHHUYECTBA NN (PULLKHTF, rMaBHas UefNb KOTOPOro COCTOUT B
nosly4eHMn KoHpmaeHumanbHbiX AaHHbIX NOfb3oBaTenen - NorMHoB M naponen. Ha adHrnuinckom sasbike phishing
untaetcsa kak domwmHr (ot fishing - ppibHast noens, password - naponb).

OcHoBHble coBeTbl N0 Bopbbe ¢ hULLIMHIOM:

1. Cneawn 3a cBoMM aKKayHTOM. Ecnn TbI nogo3peBaellb, YTO TBOA aHKeTa Obifia B3rloMaHa, To Heobxoanmo
336]'IOKVIpOBaTb ee 1 coobwuTb agMuHuUcCTpartopam pecypca 00 3TOM KaK MOXHO CKopee;

2. Vicnonb3yi 6e3onacHble Beb-calTbl, B TOM YUCHE, MHTEPHET-MarasnHoOB M NOUCKOBbIX CUCTEM;

3. Vcnonb3yn cnoxHble n pasHble naponu. Takum obpasom, ecnu T7ebs B3NOMalOT, TO 3MOYMbILLNEHHUKN
nonyyart AOCTyn TOMbKO K OAHOMY TBOEMY MPOOUII0 B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoaMmMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OpPYy3bsX, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn ByaeT paccbinatbCA cnam M CCbIfIKK Ha
PULLNHIOBbBIE CaNThl;

5. YctaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknoum coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan hannbl u gpyrve BAOXEHUs B NMCbMax, Aaxe €Crnv OHW MpULLAW OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTMPAaBNSANM N OHW Tebe aTn dannel.

LincdpoBas penyrauusa

LindppoBasi penytaums - aTo HeraTMBHas uUnm No3nTMBHasa MHdopmauumsa B cetu o Tebe. KomnpomeTtnpytowlas
nHdOpMaLms, pa3MeLLEHHAs B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCsl HA TBOEW pearibHOM XWU3HW.
"UndpoBas penytaums” - 3To TBOW UMUK, KOTOPbIN hopMupyeTcs M3 nHdopmaLmm o Tebe B MHTEPHETE.

TBOE MECTO XWTenbCTBa, yqe6b|, TBOE (*)VIHaHCOBoe nonoxeHune, ocobeHHoCTn Xapakrtepa U pacckasbl O
ONN3KMX - BCe 3TO HaKkannMBaeTcH B CEeTU.

MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHoW uHdopmaumm B WHTepHeTe, He
NOHMMasi BO3MOXHbIX NOcneacTBuin. Thl Aaxe He CMOXellb AoragatbCs O TOM, YTO dhoTorpadus, pasmeLleHHas 5
neT Hasaf, cTana NpuU4MHOM OTKa3a NpUHATL Tebs Ha paborTy.

KomMeHTapuu, pasmelleHne TBomx cotorpadun u gpyrne AericTBUS MOTyT HE UCYE3HYTb Jaxe nocne Toro,
KaK Tbl X yOoanuulb. Tbl He 3Haellb, KTO COXpaHwun 3Ty VIHC*)OpMaLI,I/IPO, fnonana nn oHa B NMOWUCKOBblE CUCTEMbI U
COXpaHunach N1 OHa, a rMaBHOE: YTO NoAgyMatoT 0 Tebe oKpyXKaroLme Noaun, KOTopble HakayT U yBUAAT 3T0. Hantm
NMHGOPMAaLIMIO MHOTO NET CNYCTA CMOXET Nobon - kak M3 Jobpbix NOOYKAEHUN, Tak N C HAMEPEHNEM NMPUYUHUTD
Bpen. ATO MOXeT ObITb KTO YroAHO.

OcCHOBHble COBETbI MO 3aLLMTe LMGPOBONA penyTaumm:
1. MNogyman, npexae Yyem 4YTo-TO Ny6nNuKoBaThb U Nepenaeath y cedsi B 6riore nnu B coumansHON ceTy;

2. B HacTpoiikax npodunsa yCTaHOBM OrpaHuYeHnst Ha MPOCMOTP TBOEro MpOogWns U ero CoaepXMmoro,

caenaw ero Tonbko "ons gpysen";

3. He pasmelyan n He ykasbiBan MHGOOPMALMIO, KOTOpasi MOXET KOro-nmbo ockoponsiTb nnm oomxarsb.
ABTOpCKOEe npaso

CoBpeMeHHbIe LLKOMBbHWUKN - akTUBHbIE Mofb3oBaTeny uudgpoBoro npoctpaHcTea. OgHako Aaneko He Bce

3HalOT, YTO TONb30BaHNE MHOIMMU BO3MOXHOCTSMU UMpPOBOro Mupa TpebyeT cobniodeHust npaB Ha
WHTeNneKTyaribHyt0 COGCTBEHHOCTD.



TepMuH "MHTennekTyanbHas coBCTBEHHOCTb" OTHOCWUTCH K PasnUyHbIM TBOPEHUAM YEroBEYECKOro yma,
HauMHasi C HOBbIX M300peTeHU 1 3HAKOB, 0GO3HaYalLWMX COBCTBEHHOCTb Ha MPOAYKTbI U YCIyr1, U 3aKaH4uBas
KHUramu, ootorpadomsiMm, KUHOMUIbMaMK U My3blKaSlbHbIMY MPOU3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHYy0 COGCTBEHHOCTb Ha NPOM3BEOEHUSA HAYKW, NMTepaTypbl
N nckycctea. ABTOpPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUM TOro, YTO MHTENMEKTyarnbHbIA/TBOPYECKUA TPYA
aBTopa He BGyadeT HanpacHbIM, AacT eMy CnpaBeanuBbie BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTatax CBOero Tpyaa,
nony4YntTb W3BECTHOCTb W nNpu3HaHue. Hukto ©6e3 paspelleHuss aBTopa He MOXEeT BOCNPOU3BOAUTL €ro
npovsBeaeHne, pacnpocTpaHaTb, NyGNMYHO AEMOHCTPUPOBATh, NpoAaBaTb, MMMNOPTMPOBATbL, MyckaTk B Mpokart,
Ny6rIMYHO MCNOMHATL, NOKa3biBaTL/UCNONHATL B 3dhupe nnm pasmeLLaTs B VIHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOI'O" nporpaMmmMHOro obecrneyeHns MoxeT npmnBectn K MHOrMM puUCkam: OT NnoTepu
AaHHbIX K TBOMM akKkayHTam OO 6J'IOKVIp0BKVI TBOEro yCTpOVICTBa, roe yCTtaHOBJ1I€Ha HeneraribHaa rnporpamMmma. He
CTOUT Takxke 3abbiBaTb, YTO CyLWEeCTBYIOT NneralnbHble U SecnnaTHble nporpamMmmsbl, KOTOpble MOXHO HaWTK B CETU.

O nopTtane

CeTeBUYOK.ph - TBOW [MaBHbIA COBETYMK B CeTU. 3O0ecb Tbl MOXellb y3HaTb O Ge3omacHOCTM B ceTu
MOHSATHBIM M OOCTYNHbIM S3bIKOM, @ NPU BO3HUKHOBEHUU KPUTUYECKOM cuTyaumm obpatuTbCa 3a coBeTOM. A Takke
NPUHATBL y4acTMe B KOHKYpPCax 1 CcTaTb caMbiM LMGPOBbLIM rpaxgaHuHom!



